
1.1.1 ECDH AES KEY WRAP mechanism parameters

· CK_ECDH_AES_KEY_WRAP_PARAMS; CK_ECDH_AES_KEY_WRAP_PARAMS_PTR

CK_ECDH_AES_KEY_WRAP_PARAMS is a structure that provides the parameters to the CKM_ECDH_AES_KEY_WRAP mechanism.  It is defined as follows:
typedef struct CK_ECDH_AES_KEY_WRAP_PARAMS {

 CK_ULONG                           ulAESKeyBits;
 CK_KDF_STANDARD_PARAMS_PTR  kdf;

;} CK_ECDH_AES_KEY_WRAP_PARAMS;

The fields of the structure have the following meanings:
ulAESKeyBits
length of the temporary AES key in bits. Can be only 128, 192 or 256.

Kdf              
key derivation parameters used on the shared secret value to generate AES key.
CK_ECDH_AES_KEY_WRAP_PARAMS_PTR is a pointer to a CK_ECDH_AES_KEY_WRAP_PARAMS.
1.1.2 ECDH AES KEY WRAP

The ECDH AES KEY WRAP mechanism, denoted CKM_ECDH_AES_KEY_WRAP, is a mechanism based on elliptic curve public-key crypto-system and the AES key wrap mechanism.  It supports single-part key wrapping; and key unwrapping.  

It has a parameter, a CK_ECDH_AES_KEY_WRAP_PARAMS structure. 

The mechanism can wrap and un-wrap a target asymmetric key of any length and type using an EC key. 

· A temporary AES key is derived from a temporary EC key and the wrapping EC key using the CKM_ECDH_X9_63 mechanism and kdf parameters.

· The derived AES key is used for wrapping the target key using the CKM_AES_WRAP_PAD mechanism. 

For wrapping, the mechanism -                 

· Generates a temporary random EC key (transport key) having the same domain parameters as the wrapping EC key and saves the transport key public key material.
· Performs ECDH operation using CKM_ECDH_X9_63 with parameters of kdf using the private key of the transport EC key and the public key of wrapping EC key and gets the first ulAESKeyBits bits of the derived key to be the temporary AES key
· Wraps the target key with the temporary AES key using CKM_AES_KEY_WRAP_PAD (RFC5649).

· Zeroizes the temporary AES key and EC transport private key
· Concatenates public key material of the transport key and output the concatenated blob.

The recommended format for an asymmetric target key being wrapped is as a PKCS8 PrivateKeyInfo 

The use of Attributes in the PrivateKeyInfo structure  is OPTIONAL.  In case of conflicts between the object attribute template, and Attributes in the PrivateKeyInfo structure, an error  should be thrown 
For unwrapping, the mechanism - 

· Splits the input into two parts. The first part is the public key material of the transport key and the second part is the wrapped target key.  The length of the first part is equal to the length of the public key material of the unwrapping EC key 

Note: since the transport key and the wrapping EC key share the same domain, the length of the public key material of the transport key is the same length of the public key material of the unwrapping EC key.
· Performs ECDH operation using CKM_ECDH_X9_63 with parameters of kdf, using the private part of unwrapping EC key and the public part of the transport EC key and gets first ulAESKeyBits bits of the derived key to be the temporary AES key 
· Un-wraps the target key from the second part with the temporary AES key using CKM_AES_KEY_WRAP_PAD (RFC5649).

· Zeroizes the temporary AES key 
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